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I. Introduction

HarePoint Password Change is a must-have product for organizations which use password expiration
policy. The Product reminds your users about password expiration, and they are able to change
passwords from anywhere simply by logging to SharePoint portal.

r
& Klp test - Home - Windows Internet Explorer | (] |-

| f\? Favorites 28~ HarePoint Password Chan... klp test - Home x |

Alexey Navalny -

site Actions - #f B G

My Site
Open your personal homepage

»

klp test » Home

My Profile W
View and manage your profile. k
Home o
Settings
Pictures \QV Upc!ate your user infermation,
; “ regional settings, and alerts.
Funny Pictures Welcome to your site!
Sign in as Different User
Login with a different account.
Libraries . . )
Add a new image, change this welcome text or add new list Request Access
Site Pages above. You can click on Shared Documents to add files or g Email the site administrator to se | |
T | the links in the getting started section to share your site ang request additional permissions. =
Sign Out
Logout of this site.
I Lists HarePoint Password Expiration Warning
Calendar Your password will expire in 443 days. 1 - PEhSSWD"d Change .
Tasks You can change your password here. Fpra,  EIENEE LR EERsET.
. 2
Clients
HarePoint Password Change
Discussions Username Password policy

Passwords cannot contain the user's account name

EesmiDEcusson Current Password or parts of the user's full name that exceed two B
New Password consecutive characters.
- X Passwords must be at least seven characters in
{a] Recycle Bin Confirm New Password length.

. Passwords must contain characters from at
) Ch . ;
QllskelContant s least two of the following three categories:
English uppercase alphabet characters (A-Z)

English lowercaze alphabet characters (a-z)
Base 10 digits {0-3)

The Product can add special link (block 1 at the picture above) to SharePoint user’s menu which opens
password change pop-up window, or you can place two product’s web-parts somewhere at SharePoint
web site: the first web-part (see block 2) notifies the user about his password expiration and the second
one allows to change his password (block 3).

Product features:

e Allows user to change password in SharePoint without any administrator's help.

e Customizable e-mail notifications when password is about to expire.

e Support for Active Directory, Form Based Authentication Provider (FBAP) and local machine
accounts.

e Warn users if the password does not meet company security policy.

e Logs all password management activities.
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I1. Deployment
1. System requirements

HarePoint Password Change is designed to operate in:

e Microsoft SharePoint Server 2016,

e Microsoft SharePoint Server 2013,

e SharePoint Foundation 2013,

e Microsoft SharePoint Server 2010,

e SharePoint Foundation 2010,

e Microsoft Office SharePoint Server 2007,

e Microsoft Windows SharePoint Services 3.0

(hereinafter referred to as SharePoint) environments.

The Product has no special requirements to the operating system and its components, RAM memory
space and CPU type. The Product may operate at any configuration where SharePoint is deployed; it
requires 10 Mb of disk space on each SharePoint server.

2. Licensing and trial limitations

HarePoint Password Change has two licensing models:

1. Server-based. For a number of SharePoint Web Front-End Servers or where “Microsoft
SharePoint Web Application” service is running. The number of licenses should correspond to
the number of servers. The list of services installed on the server can be viewed by opening
System Settings tab and clicking the link “Manage servers in this farm” on Central
Administration site.

2. Or user-based. For a number of unique users across site collections in your SharePoint
Environment. The number of licenses should correspond to the number of unique users. You can
determine the number of unique users with the help of HarePointLicenseCalc.exe tool (see
Appendix B).

The selection of the model is at your choice, which one is cheaper or favorable for you.
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You may use the Product based on one of two licenses:

1. Trial License. Provided automatically for a 30-day period to use the Product in organization’s
environment without any limitations of Product functionality.

2. Commercial License. This license is purchased for a certain number of SharePoint Servers or for
a number of unique SharePoint users and allows using the Product in the organization’s
environment without any limitation for usage time and functionality.

Note that after purchasing Commercial License and entering registration keys at the product settings
product becomes fully functional.

See product page at http://www.harepoint.com/ for more details about Product licensing.

3. Installing HarePoint Password Change

To install the product you‘ll need Farm Administrator rights.

Please access any WFE server of the SharePoint farm, unpack the product archive into a folder on the
local disk. For Microsoft Office SharePoint Server 2007 and Microsoft Windows SharePoint Services 3.0,
open subfolder HarePointPasswordChange2007, for Microsoft SharePoint Server 2010 and SharePoint
Foundation 2010 open subfolder HarePointPasswordChange2010.

Run SETUP.EXE in the selected folder. Installation Wizard will start:
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-
HarePeint Password Change for SharePoint 2010

HarePoint Password Change for SharePoint 2010 { O

Welcome to the HarePoint Password Change for SharePoint 2010 setup "-'""_,“,\
wizard -

This setup wizard will install and deploy HarePoint Password Change for SharePaoint 2010 to your SharePaoirt
2010fam.

Ned | [ Abot

www harepoint. com

Press Next button on the wizard’s welcome screen and the wizard will check if the product can be

installed:

r ~

HarePeint Password Change for SharePoint 2010

System Check 0o, ot
Checking ifHarePoint Password Change for SharePoint 2010 can be "-"‘fj\
installed from this machine R

SharePaoint Server 2010 s installed.

You have pemmission to install and deploy SharePoint solutions.
The SharePoint 2010 Administration service is started.

The SharePoint 2010 Timer service is started.

Solution file found.

HarePoint Password Change for SharePoint 2010 is not installed.

Mew features specified: 2

0000000

All checks succeeded. Please click Mext to proceed with the installation.

Previous H Next ] [ Abort

www.harepoint.com

A =

Should any problems be detected, please rectify them and restart the installation wizard.
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At the next step of the Wizard, you’ll choose site collections where the Product should be deployed.
Select required site collections and follow the instructions of the Wizard to complete installation:

-

HarePeint Password Change for SharePoint 2010

-

Installation Successfully Completed

Details:

ar/a\

Info:
Info:
Infa:

Info:
Info:
Info:

=== SOLUTION DEFLOYMENT ===
Deploying to web application(z): SharePoint - 80.

GORLACH7T : http://godach?/ : The solution was{successfully deployed.

== FEATURE ACTIVATION ==

http://gorach? : PasswordChanger_Feature {d10d24de-0230-4d 35-abae 003250 25653)
hitp://gorach? : PasswordChanger_MenulconFeature (3d617530-17e4-48a4-931e-8574Ked 68 1)

www harepoint .com

See Section Il of this manual for the post-install Product configuration guide.
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4. How to repair, upgrade or remove the Product

To repair, upgrade or remove the product you’ll need Farm Administrator rights.

Please enter any WFE server of the SharePoint farm, unpack the product archive into a folder on the
local disk. For Microsoft Office SharePoint Server 2007 and Microsoft Windows SharePoint Services 3.0,
open subfolder HarePointPasswordChange2007, for Microsoft SharePoint Server 2010 and SharePoint
Foundation 2010 open subfolder HarePointPasswordChange2010.

Run SETUP.EXE in the selected folder. Installation Wizard will be launched. Following instructions of the
Wizard, pass system check step similar to those ones during the product installation (see chapter 3).
Upon completing these steps the Wizard will ask you to repair, upgrade, or remove Product
components.

F 5

HarePoint Password Change for SharePoint 2010

Repair or Remove ¢ v

Please selectthe operation youwish to perform iy

HarePoirt Password Change for SharePoint 2010 is already installed. What would you like to do?
) Repair
Retracts the solution from all web applications and deploys it once again.

@ Remove
Retracts the solution from all web applications and deletes it

Please click the Mext button to start the selected operation.

[ Previous ][ Neat ] [ Abort ]

www harepoint .com

L

Select the required type of operation and follow further instructions of the Wizard.

After the product is removed by Wizard, only product's logs will be kept in the SharePoint ULS (Unified
Logging Service) Log file folder. By default, the logs are located here: C:\Program Files\Common
Files\Microsoft Shared\Web Server Extensions\14\LOGS\
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II1. Product Overview

1. Getting started

This product consists of four parts:

- Administration page at Site Collection Administration; v
- Menu icon “Password Change” at user’s site menu (see block 1
at the picture below).
- Web-part that informs the end-user about password expiration (block 2);
- Web-part that allows end-user to change his password (block 3);

r N
& Klp test - Home - Windows Internet Explorer E@g

HarePoint Password Chan... || klp test - Home b 4 |

4 oo
| 5.¢ Favorites ==1k3

_ Alexey Navalny ~
site actions ~ i B D

My Site

Open your personal homepage =
i klp test » Home .
My Profile e
Wiew and manage your profile.
Home e
My Settings
Pictures \%’ Upc!ate your user information,
B regional settings, and alerts.
Funny Pictures Welcome to your site! SRR
Sign in as Different User
Login with a different account.
Libraries . .
Add a new image, change this welcome text or add new list| Request Access
Site Pages abowve. You can dlick on Shared Documents to add files or o Email the site administrator to se |
the links in the getting started section to share your site ang request additional permissions. =

Shared Documents

Sign Qut
Logout of this site.
| Lists HarePoint Password Expiration Warning
Calendar our password will expire in 443 days. 1 . PT_ISSWOFd Change 5
Tasks You can change your password here. prn,  ETEILE VLT EESR AL
2
Clients
HarePoint Password Change
Discussions Username Password policy
Team Discussion Current Password Passwords cannot clnntaln the user's account name B
or parts of the user's full name that exceed two
New Password consecutive characters.
_ . Pazzwords must be at least seven characters in
'& Recycle Bin Confirm New Password length.
B Ch Passwords must contain characters from at
J‘ BllStelconrent least two of the following three categories:
English uppercase alphabet characters (4-Z)
English lowercase alphabet characters (a-z)
Base 10 digits (0-9)
3

[

This product is designed for managing by Site Collection administrators. That means that all settings
have a scope of site collection. For example, if you have installed the Product on two site collections,
you must enter the same product licensing keys to the settings at both site collections.

After the Product installation, users will able to open pop-up window with password change form using
the link “Password Change” in user’s menu.
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Your password will expire in 443 days.

Username Password policy
Current Password Passwords cannot contain the user's account name
or parts of the user's full name that exceed two

New Password :
consecutive characters.

Confirm New Password .
Passwords must be at least seven characters in

Passwords must contain characters from at

least two of the following three categories:
English uppercase alphabet characters (A-Z)
English lowercase alphabet characters (a-z)
Base 10 digits (0-9)

You should make post-installation configuration (see chapter 2 of this section) to make sure that the
Product works as expected.

Also, you can turn off the link in the user’s menu and add web-part to some site page to offer Product
service for end-users (see chapter 4 of this section).

2. Post-installation configuration

Go to Site Collection Administration. Open the “HarePoint Password Change” link in the Site Collection
Administration section:

Site Actions ~ g

klp test » Site Settings

L
Home
Pictures ) Users and Permissions l, [ Look and Feel
Funny Pictures E P(_acpla and aroups \w Title, description, and icon
Site permissions Quick launch
Site collection administrators Top link bar
Libraries I_TE;'E""
) = Galleries Site theme
Site P: =
e pages B2, S e o
Shared Documents —=3| site content types = | Site Actions
Tnfees \n:-eb parts L_\@} Managg site features
List templates Save site as template
Master pages Reset to site definition
Lists Themes D_a\ate this site .
Solutions Site Web Analytics reports
Calendar Site Collection Web Analytics reports
Tasks Site Collection Administration -
Clients Ltﬁga Search settings Reporting Services
—= Ssearch scopes Manage Shared Schedules
Search keywords Reporting Services Site Settings

Discussions FAST Search keywords
FAST Search site promotion and demotion

Team Discussion A
FAST Search user context

Recycle bin
— Site collection features
4/ Recycle Bin Site hierarchy
[ All Site Content Site collection audit settings

Audit log reports
Portal site connection
Site collection =

GIENt type pUDNEnng
SharePoint Designer Settings
visual Upgrade
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If you have product license, please enter your license code in the “Licenses” section. This section also
describes the type of your current license and in case of Trial License, the number of days left to its
expiration:
Licenses
Trial mode: 30 days left

‘You need a license for 1 server or you can obtain a license for a number of ungiue users across site collections where
product is deployed. To determine a number of unique users you can use HarePoint License Calculstor. Please refer
product manual for details.

The most important setting is “Active Directory Access Credentials”:

Active Directory Access Credentials

Username
Credentials of AD user with permissions to
read user account information from Active MAPILAB\goriach
Directory. Password

Enter Username and Password of the user, who has privileges to read user account information from
Active Directory. When these fields are empty, “Password Expiration Notification” service is not working
for Active Directory accounts in the most of cases, because Web Application Pool account usually does
not have access to Active Directory account expiration information.

Username and Password are stored in the site collection properties in an encrypted form.

Now, the Product is ready to use.

3. Product settings

In the previous chapter, we described minimal settings to get the installed product ready for use. This
chapter describes other product settings.

Go to Site Collection Administration and open the “HarePoint Password Change” link in the Site
Collection Administration section.
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‘Web Part Text

This text will be displayed on the right of the webpart. This
pasition is good to place infarmation about your password

palicy there.

B4y = 9 EE

AAl'B I U

Password policy

Passwords cannot contain the user's account name or parts

of the user's full name that exceed two consecutive
characters.

Passwords must be at least seven characters in length.

A G

-

|, |

Web Part Text. The text of this setting will be displayed on the right of the password change form. This
position is good to place information about your password policy into.

Password Expiration Notification

Send an e-mail notification to users to warn them before
their passwords expire,

E-mail notification schedule

10 days before expiration date: send the first notification e-mail to users (required)

days before expiration date: send the second notification e-mail to users (optional)

days before expiration date: begin sending daily notification e-mails to users (optional)

Notification e-mail template:
Subject: Your password will expire soon
Message:

The password for your account [Domain]\[Username] will expires at [Date & Time

password expires].
Edit

Password Expiration Notification. This setting allows you to schedule e-mail notifications for the users.
For example, you can send first e-mail within 30 days before expiration date, the second one within 15
days, and send daily notification messages within last week.

Click “Edit” button at the bottom of the block to open “Notification E-mail Settings” window:

Notification E-mail Settings

Exempt users/groups

Enter the site groups/users
that will be exduded from the
notification palicy (they will
not receive notifications)

E-mail content

[F] €C/BCC to
administrator

8

Subject:
Your password will expire soon
[Insert Expression...]
Message:
Dear [DisplayName], -

the password for your account [Domain]\[Username] will
expires at [Date & Time password expires].

Flease, click here to change your password:
[FasswordChangeUrl]

[Insert Expression...] El [l Send message in HTML format

Choose a carbon copy option:
@ cc
BCC

Administrator e-mail address(es):

OK ] [ Cancel
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At this window, you can exclude certain users or groups from mailing and define the subject and body of
e-mail notifications with the wide set of macros. Tick “Send message in HTML format” to enable HTML

formatting:
E-mail content
Subject:
Your password will expire soon
[Insert Expression...] El
Message:

B9 = 2&EE

= A o

The pazsword for your account [Domain]\[Username] will +
expires at [Date & Time password expires].

[Insert Expression...] [€][¥] Send message in HTML format)

HarePoint Password Change uses SharePoint Timer Job with the name “HarePoint Password Expiration
Notification” to check user’s accounts. By default, this job is scheduled daily, from 11AM to 12PM. To
change the schedule, open Central Administration web-site, select “Monitoring” tab and click “Review
job definitions” at the Timer Jobs sections:

Site Actions ~ g I

& SharePoint2010 Central Administration » Manitoring

Central H
o, | Health Analyzer
- . '
Administration e & Review problems and solutions

Application Management Review rule definitions

System Settings

imer Job
Review job definitions

Reporting
Configure diagnostic logging | View health reports

Monitoring

Check job status

Backup and Restore

Security

Upgrade and Migration

General Application
Settings

Configuration Wizards

After that, click on the “HarePoint Password Expiration Notification” to change the schedule or run this
job unscheduled.

Password Change E-mail Confirmation

Confirmation e-mail template:

Subject: Your password has been changed

Message:
The password for your account [Domain]\[Username] has been changed at [Current Date &
Time].

Edit

Send a confirmation e-mail to users after their
passwords have been successfully changed.
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Password Change E-mail Confirmation. Turn on this setting to send a confirmation e-mail to the users
ones their passwords are changed. Click on the “Edit” link to edit e-mail template.

Password Change Link

Deactivate ]

Activate or deactivate Password Change link [
feature in the current site collection dropdown
menu.

Password Change Link. The button in this setting activates or deactivates Password Change link in the
user’s dropdown menu for current site collection.

Limit Access to Web Part
) _ ) only specified users and groups will be able to use web part
Spedfy the users/groups that
will not be able to change
password using HarePoint
Password Change web part.

@ all users will be able to use web part, excluding specified users and groups

8, [l

Limit Access to Web Part. Specify the users or groups which are unable to change password using
HarePoint Password Change web part. Radio buttons will switch the list of users and groups below to
the “white list” or to “black list”.

Restricted users will see no HarePoint Password Expiration Warning web part or HarePoint Password
Change web part, without any warning or notification, except the product page with the address like
http://site/ layouts/HarePointPasswordChange/UserPage.aspx where the warning appears.

Enable P d Ch L )
naple Fasswor angetog Change log schedule options:

Write log file on the server when users change i@ Monthh

their passwords, -
i) Bvery days

[ View Logs

Enable Password Change Log. Tick this setting to enable logging of user’s activity. You can also specify
when to start new log file (old logs will be kept).

Log files are stored into the SharePoint ULS (Unified Logging Service) Log file folder. By default, the logs
are located here: C:\Program Files\Common Files\Microsoft Shared\Web Server Extensions\14\LOGS\

You can also press “View Logs” button to choose and download log files.
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http://site/_layouts/HarePointPasswordChange/UserPage.aspx

se custom SMTP server settings SMTP domain name or IP address:

‘You don't need to configure these settings
if you have configured web application

outgoing e-mail server settings in Port:

SharePoint Central Administration unless 25

you want to send alert e-mails using

custom SMTP server settings. From display name (this will be displayed in the 'From' field of each e-mail notification):

From address (this will be set as the default 'From address’ for each e-mail notification):

Reply-to address (this will be set as the default 'Reply-to address’ for each e-mail notification):

@ Use default Windows user login credentials

) Use custom user login credentials
Username:

Password:

[] Enable S5L connection

’ Send Test E-mail

Use custom SMTP server settings. Use this setting if you wish to send product’s notifications using
another SMTP server than the one configured as web application outgoing e-mail server in SharePoint

Central Administration.

4. Adding web-parts and configuring appearance

Note that you need Design permission level to modify web pages. To add web-part to the page, click
“Edit Page...” in “Site Actions” menu, go to “Insert” tab and click “Web Part” button. After that, open
HarePoint category and choose “HarePoint Password Change” web-part or “HarePoint Password
Expiration Warning” web-part and click Add button.

Editing Tools

cander Gorlach ~

Site Actions - @§ M Browse Page Format Text
= E e B mim |
nal @ IS

Table Picture Link Upload Web Existing MNew
- - File Part List List

Tables Media Links ‘Web Parts
Categories Web Parts About the Web Part

[ Lists and Libraries | |O| HarePoint Password Change HarePoint Password Chanae
[3 Business Data |3 HarePoint Password Expiration War... HarePoint Password Change '.‘.'etpartd
3 Content Rollup
[ Fitters

3 Forms

[ HarePoint

m

3 Media and Content
3 Outlook Web App
3 Search

3 Social Collaboration

3 SaL Server Reporting -
Add Web Part to: [ Rich Content [=]
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After inserting web-part, click “Save & Close” button:

Editing To

- ) wander Gorlach -
Site Actions ~ | 2 Browse Format Text

l i E 5% Page History Q j i )

@ Page Permissions . ﬁ
Save & Close |Check Out Edit Rename E-mail a Alert Make Incoming
- - Properties Page Delete Page Link Me ~ Homepage  Links
Edit Manage Share & Track Page Actions

. e

Pictures =

Funny Pictures

Welcome to your site!

Libraries

Add a new image, change this welcome text or add new lists to this page by clicking the edit butto
You can click on Shared Documents to add files or on the calendar to create new team events. Us
links in the getting started section to share your site and customize its look.

Site Pages

Shared Documents

Invoices
HarePoint Password Expiration Warning 1
Lists Your password never expires.
Calendar You can change your password here.
Tasks
Clients HarePoint Password Change
Username MAFILAB\gorlach Password policy
Discussions Passwords cannot contain the user's account
_ . Current Password or parts of the user's full name that exceed t
Team Discussion consecutive characters.

New Password Passwords must be at least seven characters

When you add web-part to the page, you can configure its appearance and layout in usual way by
clicking “Edit Web Part” button:

Site Actio

] ¢ Cut <> & -
: Verdana ~ 8pt 4 Th
23 Copy <> [y select.
Save & Close Check Qut  Paste = oabr AL A, Styles Text Markup
. . =7 ¥ undo . B J U ex X - > Layout~ Styles~ <3 HTML.
Edit Clipboard Font Paragraph Styles  Llayout Markup
Pictures 4 HarePoint Password Change X -
ey (e Welcome to your site! B appearance
Title
Libraries Add a new image, change this welcome text or add new lists to this page by clicking the edit button above. HarePoint Password Change
You can click on Shared Documents to add files or on the calendar to create new team events. Use the
Site Pages links in the getting started section to share your site and customize its look. Height
Shared Documents
Should the Web Part have a fixed height?
Invoices
HarePoint Password Expiration Warning es Pixels [=]
. Your password never expires. @ No. Adjust height to fit zone.
Lists
You can change your password here.
Calendar Width
Tasks Should the Web Part have a fixed width?
8 . Yes
Clients HarePoint Password Change = Pixels [=]
—— ) No. Adjust width to fit zone.
Username APILAB\gorlach Password policy Minimize h
Discussions y Passwords cannot contai Delet: e
i Current Password or parts of the user's full X elete Chrome State
Team Discussion New Password consecutive characterg Q Edit web Part > @ Minimized
Passwords must be at 1€
Confirm New Password length. onnections @ Normal E
vyl Recycle Bin Passwords must contain characters from at
- least two of the following three categories: Chrome Type
[2n Al site Content Default =
English uppercase alphabet characters (A-Z) efay
English lowercase alphabet characters (a-z) ey
Base 10 digits (0-9)
Advanced
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Appendix A. Troubleshooting

A.1 Product is not available at Site Collection Administration

Open “Site Collection Features” at Site Collection Administration and check that following features are

activated:

e HarePoint Password Change

e HarePoint Password Change Menu Icon
A.2 Some users see a blank page without web-part.

Check the “Limit Access to Web Part” setting at the product settings in Site Collection Administration

(see chapter 2 of Section ).
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Appendix B. HarePoint License Calculator tool

This tool is designed to get the number of unique users across site collections in your SharePoint
Environment, see chapter 2 of the Section Il of this Manual. It is standalone console application, you can

find it here:

- At the Product archive, version for SharePoint 2007:
HarePointPasswordChange2007\res\HarePointLicenseCalc.exe

- At the Product archive, version for SharePoint 2010:
HarePointPasswordChange2010\res\HarePointLicenseCalc.exe

- At the Product archive, version for SharePoint 2013:
HarePointPasswordChange2013\res\HarePointLicenseCalc.exe

- At the SharePoint Server Binaries folder at WFE server after the Product installation. Usually this
folder is located here: C:\Program Files\Common Files\Microsoft Shared\Web Server

Extensions\14\BIN\HarePointlLicenseCalc.exe

Run this tool without parameters to get the brief list of command line switches:

C:~... Files“Microsoft Shareds\Weh Server Extensions“~14~BIN*HarePointLicenseCalc.exe
HarePoint License Calculator vl.2.212_.306.

Thiz tool is designed to calculate number of unigue users across multiple site collections.

Syntax:
HarePointLicenseCalc.exe —auto
HarePointLicenseCalc.exe —file <file with_site _coll urls>
HarePointLicenzeCalc.exe —urls <szite_coll uwrl 1> <{zite_coll uwrl_ 2> __.

Mote: The file must contain url addresses. every single one in the new line.

Switches:

1. Auto. In this case, the tool automatically finds SharePoint Farm at local machine and counts
unique users at all site collections at the farm where the Product is deployed.

2. Urls. Specify in the command line the list of URLs of site collections where the Product is
installed or is planned to be installed to count unique users.

3. File. The same parameter as the one above, but the tool gets in the command line the name of

the text file where each line contains one URL.
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